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display and holography in a single

device
Jiang et al. developed amultifunctional optical imaging platform by endowing a silk-

protein-based film with diverse micro-/nanostructures using a multi-strategy

imprinting technique andmorphing it into a 3D shape assisted by origami/kirigami. It

achieves the integration of several imaging channels within a single biocompatible

matrix in both 2D and 3D geometries and features unique advantages by being

optically rewritable and structurally reprogrammable. Applications of the platform as

high-security anti-counterfeiting labels, 3D multidirectional display devices, and

advanced 3D encryption devices are demonstrated.
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PROGRESS AND POTENTIAL

Multifunctional optical imaging

devices serving diverse purposes

in displays, information

encryption, and anti-

counterfeiting are in high

demand. However, creating

systems with the ability to

reconfigure and encode

information in 3D space is still

challenging. In this work, silk-

protein-based multifunctional

optical platforms capable of

generating reprogrammable

optical images in 2D/3D are

developed. The exploitation of

multi-strategy imprinting enables

the integration of multiple

independent optical responses in

a 2D plane, and the introduction

of the morphing technique allows

information encoding in 3D space.

The resulting platform combines a

multitude of advantageous

features, including sustainability,

biocompatibility,

biodegradability, excellent

adhesion property, rewritability,

and reprogrammability, in a

versatile protein format. These

convergent functions offer

potential applications in smart

displays, high-security encryption,

and multilevel anti-counterfeiting.
SUMMARY

Optical imaging devices with multiple distinct functionalities are
becoming increasingly important for smart displays, high-security
encryption, and multilevel anti-counterfeiting applications. However,
existing systems are often challenging to reconfigure once formed
and lack 3D encoding capacity. Here, we present a protein-based
approach to construct rewritable and reprogrammable multifunc-
tional optical platforms that allow 2D/3D encoding, multichannel im-
aging, and multimode information multiplexing by combining protein
self-assembly, micro-/nanoimprinting, and 3D morphing techniques.
The use of multi-strategy imprinting enables the encoding of multiple
independent optical responses in one material, while the incorpora-
tion of 3D architecture offers additional spatial freedom for informa-
tion integration. The protein’s ability for reversible molecular rear-
rangement allows the rewriting of imprinted optical structures and
the reconfiguration of 3D geometries, providing access to reusable
adaptive optical imaging platforms.We present various demonstrator
devices, including multistage encryption, multilayer anti-counterfeit-
ing, 3D multidirectional display, and high-level 3D encryption, to illus-
trate the platform’s versatile utility.

INTRODUCTION

Traditional optical devices designed for optical imaging have been successful in

achieving well-tailored and high-quality single functions through careful engineering

of the constituentmaterials. However, the ever-increasing demands for optical imaging

systems in areas such as smart displays, high-capacity information storage, high-secu-

rity encryption, and multilevel anti-counterfeiting have promoted the need for optical

materials and devices that can provide multiple functionalities to transmit distinct op-

tical signals and handle concurrent tasks. Researchers are exploring new technologies

for the integrated design of optical devices to address this need.1–6 Optical multiplex-

ing technology is a concept of integrating multiple information channels into one plat-

form and displaying each piece of information individually under the corresponding

external stimuli,1,2,7–9 providing new opportunities to replace single-function imaging

devices with multifunctional integrated systems that match the high quality of tradi-

tional devices while improving intelligence, storage capacity, and decryption difficulty.

Significant efforts have been devoted to developing advanced optical multiplexing

technologies for multifunctional designs in recent years. The most prevalent technol-

ogy involves metasurfaces, which can precisely manipulate light flow from multiple di-

mensions (such as amplitude, phase, and polarization). By encoding different
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information into different dimensions, a wide variety of multiplexing and multifunc-

tional metasurfaces have been designed.5,10–18 Another effective technology to enrich

optical information relies on color- and lifetime-tunable luminescent materials, which

are capable of creating spatial and temporal coding dimensions by manipulating lumi-

nescence wavelengths and decay lifetimes.19–25 Photonic crystals can also provide a

strategy for information multiplexing through hierarchical design26,27 or the introduc-

tion of multiple responsive components.23,28–31 Recently, liquid-crystal-based multi-

functional devices that simultaneously display surface grayscale patterns and wave-

length-multiplexed holographic images by separately manipulating the amplitude

and phase of incident light have also been demonstrated.32,33 Despite these remark-

able advances toward multifunctionality, these multiplexing technologies often rely

on complex and energy-intensive fabrication and encoding procedures. The resulting

platforms, once encoded, are usually non-reconfigurable and unable to form new

multiplexed functions, which can be disadvantageous in terms of material reusability,

sustainability, and information renewal and substitution. Additionally, existing optical

multiplexing technologies primarily encode information onto single two-dimensional

(2D) planar platforms and are incapable of manipulating light in three-dimensional

(3D) space, limiting the encoding of information in the third dimension. The introduc-

tion of a spatial degree of freedomby constructing 3Doptical platforms is beneficial for

increasing storage density, imaging dimension, and encryption level.34,35 Therefore,

there is a need to develop new multiplexing technology that can create rewritable

and reprogrammable multifunctional optical platforms with imaging capacities in

both two and three dimensions through straightforward, green, and scalable fabrica-

tion and encoding methodologies.

Wedescribe here the use of naturally derived silk protein as the building blocks to fabri-

cate multifunctional optical platforms that are capable of multichannel and multimode

imaging in 2D/3D space based on rewritable 2D optical structures and reconfigurable

3D geometries. The selection of silk protein as the construction material for optical im-

aging is driven by its remarkable convergence of diverse material characteristics,

including sustainable sourcing, hierarchical and tailorable structures, stimuli respon-

siveness, multilevel processability, favorable optical properties, mechanical robust-

ness, and ease of functionalization. It is presented that a variety of composite optical

structures can be written onto a 2D platform by leveraging scalable, spatial-control-

lable, and multi-strategy micro-/nanoimprinting techniques. This 2D plane can be

further shaped into multimodal and complex 3D architectures that provide additional

channels for information multiplexing using morphing techniques assisted by origami

designs.We demonstrate that both the printed optical structures and 3D configuration

can be redefined as a result of the reversible molecular rearrangement of silk protein

induced by water vapor. Finally, we demonstrate that this highly integrated platform

can be utilized as security labels that encrypt information in a multistage or multilayer

manner and as 3D devices for multidirectional information display and high-level

encryption. We believe that the investigated optical platforms exhibit notable ad-

vantages over conventional optical systems, in terms of not only environmental

friendliness, biocompatibility, and biodegradability but also efficient manufacturing

processes, flexible integration of micro-/nanostructures, rewritability, and reprogram-

mable 3D multiplexing capabilities (as summarized in Table S1).
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RESULTS

Multifunctional optical platform with multichannel design

The concept of the silk-protein-based multifunctional optical platform is depicted in

Figures 1A and 1B. This platform offers the integration of multiple imaging channels
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Figure 1. Concept, mechanism, and properties of silk-based multifunctional optical imaging platform

(A) Schematic and photographs of a silk-film-based 2D multifunctional platform that simultaneously stores independent images in different channels

(RC, reflection channel; TC, transmission channel). Scale bars, 1 cm (left) and 5 mm (right).

(B) Schematic illustration of a spatial multidirectional imaging device that integrates color display and holography by modulating reflection and

transmission responses simultaneously.

(C and D) Schematics showing the mechanism of water-vapor-enabled micro-/nanoimprinting (i, ii, iii) and shape morphing (i, ii, iv) of amorphous (C) and

crystalline (D) silk films. The enlarged insets show the breakage of hydrogen bonding between silk fibroin molecular chains after water-molecule

infiltration.

(E) Photograph of a cm-scale (5 3 5 cm) free-standing silk film with nanoimprinted grating structure displaying bright iridescence. Scale bar, 1 cm.

(F) Photograph of two patterned films attached to the flat lid and curved body of a glass container. Scale bar, 1 cm.

(G) Photographs of colored silk films with complex 3D configurations. Insets: corresponding 2D precursors or side view. Scale bars, 5 mm.

(H) Photographs showing the rapid solubility (within 30 s) of an amorphous silk film encoded with a QR code in water.
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within a single biocompatible matrix in both 2D and 3D geometries. In the 2D geom-

etry, diverse images can be encoded in different illumination-viewing angles and

modes. For example, in reflection mode, two color images, namely the ‘‘MERRY’’

pattern and the ‘‘Christmas’’ pattern, can be observed under different illumina-

tion/viewing angles. Meanwhile, in transmission mode, a holographic image dis-

playing a series of Santa Claus patterns under laser irradiation can be seen (Fig-

ure 1A). In the 3D geometry, the additional spatial dimension allows further

integration of the 2D encoded information. For instance, by shaping a dual-channel

encoded silk matrix into a cube-shaped 3D structure, a multifaceted color image

display and a multidirectional holographic display can be simultaneously achieved

(Figure 1B).

The production of 2D multifunctional platforms is achieved through the utilization of

micro-/nanoimprinting techniques. Imprinting methods have been shown to be

effective for the rapid, scalable, and high-throughput generation of optical mi-

cro-/nanostructures on silk matrices, as reported in previous literature.36,37 In this

study, we improve the previously reported water-aided room-temperature emboss-

ing technique by developing a water-vapor-enabled imprinting method. This new

technique provides improved capabilities for spatially controllable and multi-strat-

egy imprinting. During the process, a silk film was fumigated with water vapor

generated by heated water before positioning a master on its surface. Immediately

thereafter, a constant pressure was applied on the master above the silk film to

induce the reflow of ‘‘activated’’ protein chains into the grooves of the master,

thereby replicating its topological micro-/nanostructure (Figure 1Ci–iii). The im-

printed film was obtained after drying and removing the master. These 2D optically

encoded substrates can be further transformed into various complex 3D architec-

tures by adopting a water-vapor-triggered, origami-guided morphing technique.

In this process, a polydimethylsiloxane (PDMS) mask was applied to the surface of

a prefabricated 2D precursor, allowing for local infiltration of water vapor. Upon

ceasing the fumigation and removing the binding, the free-standing precursor can

undergo spontaneous bending at specifically exposed regions to adopt the in-

tended 3D configuration (Figure S1 and Video S1). Different bending angles of 3D

geometries could be achieved easily by controlling the duration of water-vapor fumi-

gation (Figure S2).

The mechanism underlying the formation of micro-/nanoimprints and 3D architec-

tures using water vapor can be understood by molecular chain softening and rear-

rangement induced by the interaction between water molecules and the polar

groups of silk protein chains (Figures 1C and 1D).38,39 During exposure, water mol-

ecules can penetrate the silk matrix and soften the silk protein chains by disrupting

the hydrogen bonds between them (Figures 1Cii and 1Dii). However, silk with

different initial conformations responds differently to the imprinting process but

similarly to the deformation process. In amorphous silk, the majority of the molecular

chains are activated for rearrangement due to the glass transition when interacting

with water vapor, which causes the protein molecules to reflow for imprinting (Fig-

ure 1Ciii). In contrast, in crystalline silk, water molecules can only infiltrate the non-

crystalline regions, resulting in local protein chain movement that is unable to reflow

during imprinting due to the restriction from the crystalline domains (Figure 1Diii).

Therefore, the imprinting process is feasible only on amorphous silk and not on

crystalline silk. In the case of the water-vapor-induced shape-transformation pro-

cess, as water molecules permeate from one surface of the film and progressively

diffuse toward the opposing side, both amorphous and crystalline silk matrices

generate a gradient distribution of water molecules along the thickness direction
1594 Matter 7, 1591–1611, April 3, 2024
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(Figures 1Cii and 1Dii). The silk film, constrained by the PDMS substrate underneath,

reaches a new planar equilibrium state even in the presence of a water molecular

gradient, through continuous molecular rearrangement that induces the release of

interfacial stress caused by the unbalanced swelling. As a consequence, upon the

release from PDMS binding and subsequent water-molecule evaporation, the film

spontaneously bends toward the vapor-exposed side to reach another new equilib-

rium state (Figures 1Civ and 1Div). As the duration of water-vapor fumigation in-

creases, water molecules permeate the silk film to a greater extent, leading to an

intensified concentration gradient. Accordingly, the complete elimination of water

molecules would yield a more pronounced bending angle. It is important to note

that the formation of the water molecular gradient is critical for the spontaneous

deformation process, as we have observed that the film fails to deform after the

gradient is eliminated under long-term vapor exposure. It should be noted that all

protein matrices utilized in this study are based on amorphous silks unless otherwise

specified.

The imprinting method utilized in this study can produce micro-/nanostructured silk

films of various types (e.g., one-dimensional [1D] grating) over a large area, without

the need for specific treatments such as solvent immersion, and can be performed

under normal temperature and pressure (Figure 1E). Silk protein, used as the build-

ing material, ensures the master mold’s replication with high fidelity and consistency

throughout the embossed region due to its excellent characteristics, such as me-

chanical robustness, water-based manufacture, and multilevel processibility.40,41

The outstanding optical transparency of silk film along with its high refractive index

(Figure S3) guarantees that the optically imprinted microstructures fully showcase

their optical functionality. Besides, the excellent adhesion property of silk protein

enables the production of stable polyfunctional coatings on substrates of different

textures and topographies. For example, silk films with a QR code pattern and a

bilingual ‘‘Nanjing University’’ pattern can be firmly attached to the flat lid and

curved body of a glass container, respectively (Figure 1F). Furthermore, 2D silk

planar structures can be combined with sophisticated origami or kirigami techniques

to create various complex 3D configurations, resulting in a wide range of multi-

plexed functions (Figures 1G and S4). These 2D/3D multifunctional platforms are

optically and structurally stable under ambient conditions, making them suitable

for various information display and encryption applications as demonstrated below.

Moreover, the platforms can be optically rewritten and structurally reprogrammed

by exploiting the reversible molecular rearrangement of silk protein induced by wa-

ter vapor. This enables the erasure of the encoded optical micro-/nanostructures

and 3D configurations, resetting the platforms to their original ‘‘blank’’ state for

rewriting and reprogramming. Last but not least, the inherent environmental friend-

liness, biocompatibility, and biodegradability of silk protein41,42 make themultifunc-

tional optical platforms non-polluting to the environment and establish a favorable

interface with the human body. The encoded film can be completely dissolved

through water immersion after use, thanks to the water solubility of the silk matrix

assembled in its amorphous state (Figure 1H).

Rewritable optical elements by micro-/nanoimprinting

The achievement of multiplexed functions relies on the rewritable patterned optical

structures, which are fabricated through a water-vapor-induced local imprinting pro-

cess utilizing shadow masks. As illustrated in Figure 2A, the process begins by

exposing an amorphous silk film to water vapor through a shadow mask with a

desired pattern, such as a butterfly shape. Following this, a grating master is adop-

ted to conduct imprinting after removing the mask. The grating structures are only
Matter 7, 1591–1611, April 3, 2024 1595



Figure 2. Rewriting of optical structures on silk films via water-vapor-enabled micro-/nanoimprinting

(A) Schematic of preparation and rewriting of patterned optical structures.

(B) Photographs showing the sequential generation of butterfly patterns with four different postures on a silk film. Scale bars, 5 mm.

(C) Laser scanning confocal microscopy images of different optical elements sequentially imprinted in the same area of a silk film. From left to right: a

holographic grating with a rectangular cross-section (1,800 grooves/mm), a blazed grating with a triangular cross-section (1,200 grooves/mm), a

diffractive optical element (DOE) with step structure, and a DOE with circular hole arrays. The insets present the corresponding diffraction patterns.

(D) Dependence of diffraction efficiency of a grating pattern (600 grooves/mm) on fumigation temperatures of water vapor.

(E) The ratio of residual diffraction efficiency (Dr) to the initial diffraction efficiency (Di) as a function of erasure time in water vapor.

(F) The variation of diffraction efficiency of the imprinted grating during continuous direct rewriting. The nanoimprinting was performed alternatively

vertically and horizontally to distinguish each rewritten process. The insets show corresponding microscopic images. Scale bar, 5 mm.
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written in the exposed region, resulting in a butterfly pattern with vivid angular-

dependent structural color. The imprinted optical structures can be erased via wa-

ter-vapor-induced molecular chain movement, which restores the nanostructured

surface to its flat state, allowing for the silk film to be reimprinted to produce a

different pattern. This rewriting feature is demonstrated in Figure 2B, where four

different poses of butterfly patterns are sequentially printed in the same area of a

silk film. Each pattern displays a multispectral color range from blue to red, a phe-

nomenon derived from the inherent angle dependence of grating structures. This ef-

fect can be mitigated by increasing the observing distance while maintaining a con-

stant viewing angle. What is more, silk film can perform sequential imprinting with
1596 Matter 7, 1591–1611, April 3, 2024
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optical elements of various microstructures, from gratings of different periods to

assorted diffractive optical elements (DOEs), as shown in Figure 2C (see also Fig-

ure S5). We found that the silk film demonstrates the capability to replicate nano-

structures of dimensions less than 100 nm using the water-vapor-enabled imprinting

method developed here (Figure S6).

The imprinted silk film can fully duplicate the microstructures of the corresponding

master mold and reproduce their optical function (Figure S5; Tables S2 and S3). The

success of achieving such a high level of fidelity in the imprinted constructs is attrib-

uted to the sufficient reflow of the ‘‘melted’’ silk protein, which can be regulated by

controlling the fumigation temperature and exposure time of water vapor while

maintaining a constant applied pressure during imprinting. We demonstrated this

effect by examining the diffraction efficiency of the imprinted silk films generated

through water-vapor exposure at varying temperatures for different durations. (Fig-

ure 2D). We found that films with longer processing times achieve maximum diffrac-

tion efficiency at lower temperatures. For instance, the sample treated for 30 s rea-

ches the plateau of around 30% at 40�C while it requires up to 70�C for samples

treated for 5 s. Increasing the water-vapor treatment temperature or time favors

the movement of molecular chains and subsequent imprinting, enabling the dupli-

cation of the master pattern with better integrity. However, excessively high treat-

ment temperatures, particularly for long-time exposure (such as 30 s), will cause

conformational transitions in the silk protein (Figure S7), impeding the molecular

rearrangement and decreasing the diffraction efficiency. Similarly, water-vapor

treatment conditions also affect the erasing process. The increase in exposure tem-

perature speeds up the erasure of the imprinted grating microstructures (Figure 2E).

Owing to the structural stability of amorphous silk film under cyclic moisture absorp-

tion and desorption when using 45�C/55�C water vapor as a humidity source

(Figure S8), it exhibits good endurance for repeated imprinting and erasing, with

no significant deterioration in diffraction efficiency over five cycles (Figure 2F).

Notably, the preservation of the stability of the imprinted microstructure (Figure S9

and Table S4) and the maintenance of diffraction efficiency in the serial imprinting

scenario relies on the sufficient movement of the silk protein molecular chains during

subsequent imprinting, since the previous imprinting inevitably compacts the pro-

tein chains. To further improve the imprinting performance, including imprinting fi-

delity, resolution, and cycle numbers, it is imperative to optimize the molecular

composition of silk protein, ensuring a more uniform molecular weight and a stable,

high-content amorphous conformation. Unless otherwise specified, both the

imprinting and erasing processes were conducted by water-vapor treatment at

45�C for 30 s.

Complex dynamic display systems via multistep imprinting

The precise manipulation of water-vapor exposure in a spatiotemporal manner,

together with the rewritable nature of imprinted microstructures, offers a reliable

approach for creating complex and multispectral patterns through the spatial en-

coding of optical structures via a sequence of imprinting steps on one or both sides

of a silk film. To showcase the broad range of optical functionalities that can be incor-

porated into a single silk-film platform, a series of imprinting strategies were devised

and demonstrated.

The first strategy developed for constructing complex multispectral patterns in-

volves the local rewriting of grating nanostructures with the aid of masters of

different periods. As a demonstration, an iridescent Chinese character ‘‘Fu’’ pattern

was fabricated, which stands out from the surrounding background at the same
Matter 7, 1591–1611, April 3, 2024 1597



Figure 3. Engineering of complex, dynamic display systems through the integration of different optical elements

(A) Photograph showing the generation of a Chinese character ‘‘Fu.’’ The microscopy image shows the seamless integration of two gratings. Scale bars,

5 mm (left) and 5 mm (right).

(B) Photographs of a starry sky highlighting libra stars patterned on the silk film, and corresponding microscopy images showing imprinted grating

structures. Scale bars, 1 cm (left), 200 mm (right upper left), 20 mm (right upper right), and 5 mm (right lower).

(C) (Left) Schematic of the formation of a multicolor landscape painting and the corresponding microscope images. (Right) Corresponding photographs

of the painting observed at different viewing angles (a). Scale bars, 5 mm.

(D and E) (Left) Schematics of angular-dependent dynamic structural color systems based on double-sided nanoimprinting of gratings: same

orientation but different periods (D), and same period but orthogonal orientation (E). (Right) Corresponding photographs showing the letters change

from ‘‘NJU’’ to ‘‘SILK’’ and the conversion from chameleon pattern to double-stranded DNA pattern with the increase of a and b, respectively. Scale

bars, 5 mm.

(F) Diffraction patterns of rewritable, integrated DOEs based on the double-sided nanoimprinting of two different optical elements.
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viewing angle (Figure 3A). Optical microscopy images show that the two different

grating microstructures with parallel orientations are seamlessly integrated, thanks

to the water-vapor-induced direct rewriting process. It is noteworthy that even after

being stored at ambient conditions (20�C–30�C, 30%–60% relative humidity [RH]) in

the lab for 12 months, this ‘‘Fu’’ pattern still maintains its initial conformation,

morphology, and diffraction capabilities and can be effectively rewritten into a

new pattern (Figures S10A–S10I), demonstrating the excellent stability of micro-/

nanostructures and high performance in terms of rewriting of imprinted silk plat-

forms. In addition, a starry-sky pattern with libra stars highlighted was imprinted

on the silk film to demonstrate the complexity of achievable patterns (Figure 3B).
1598 Matter 7, 1591–1611, April 3, 2024
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In this case, a background was first printed using ‘‘pixelated’’ imprinting through the

exposure of the silk film to water mist rather than water vapor. The use of water mist

enables the sporadic and random attachment of micrometer-sized droplets to the

surface of the silk film, where the molecular chains become movable for imprinting.

The libra stars were then patterned on by rewriting the film with a grating master of

another period after exposing the film to water vapor through a customized mask.

Enlarged images provide a clear view of the uniform and pixelated morphology

within and outside of the rewritten area, respectively.

Imprinting gratings of different periods on different regions of the same silk-film surface

serves as an efficient strategy for reversible pattern switching by changing the viewing

angle. This approach exploits the fact that the spatial angle range of grating diffraction

varies with the period (Figures S11 and S12). To demonstrate this capability, a land-

scape painting was created by imprinting patterns of the moon and stars, house,

lawn, sun, and clouds on four different areas of the silk film, with each area using a

different grating period (Figure 3C, left). Since there is no overlap of diffraction spectra

between the gratings used to construct the moon and stars versus the sun and clouds

patterns, a change in viewing angle a (Figure S13) from 22�–28� to 32�–39� causes a

transition from a night view (with the moon and stars pattern visible) to a day view

(with the sun and clouds pattern visible), and the house and lawnpatterns remain visible

throughout. This landscape pattern retains its initial color appearance and pattern-

switching capability even after being stored at ambient conditions (20�C–30�C,
30%–60% RH) in the lab for 12 months (Figures S10J and S10K).

Furthermore, the aforementioned imprinting strategies can be extended to both

sides of the silk film to further enhance and integrate the functionalities. By

imprinting at the same position on both sides of the film, encoding structures can

exhibit ‘‘parallel’’ and ‘‘cascade’’ functions. The former enables dynamic pattern

switching by utilizing the spatial angle dependence of the grating structure (Fig-

ure S14),43–45 realized by imprinting either two gratings of different periods in par-

allel alignment or two gratings of the same period in orthogonal orientation on

the two sides of the silk substrate. To demonstrate this concept, a dual-patterned

film displaying the patterns ‘‘NJU’’ and ‘‘SILK,’’ featuring grating structures in the

same orientation, was fabricated via double-sided imprinting. The ‘‘NJU’’ letters

were patterned using a 600 grooves/mm grating, while the ‘‘SILK’’ letters were

patterned using a 1,200 grooves/mmgrating. As illustrated in Figure 3D, an increase

in viewing angle (a) first causes the color of the ‘‘NJU’’ letters to shift from blue to red

and then switches the observed pattern to the ‘‘SILK’’ letters, followed by a red shift

in their color (Video S2). In another scenario, a chameleon pattern and a double-

stranded DNA pattern, generated using a grating of the same period (600

grooves/mm), were orthogonally imprinted on the two sides of a silk film (Figure 3E).

The transformation from the chameleon pattern to the double-stranded DNA

pattern was observed when the central angle of the viewing direction (b) (Figure S13)

changed from 0� to 90� (Video S3).

In addition, the ‘‘cascade’’ of two different types of optical elements on two sides of

the film enables the generation of merged diffraction patterns, offering an efficient

strategy for improving information storage capacity and the complexity of the

output information. For example, when a grating and a DOE are cascaded, the

diffraction pattern of the DOE (a snowflake used here) emerges at each diffraction

order of the grating (Figure 3F). The robustness of the material allows for easy

rewriting of micro-/nanostructures on both sides of the film, thus renewing the

output multiplexed information.
Matter 7, 1591–1611, April 3, 2024 1599
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Figure 4. Use of versatile imprinted silk films for multistage and multilayer encryption

(A) Multistage encrypted QR code label. (i) Unrecognizable label. (ii) A clear QR code after refractive index matching. Scanning electron microscopy

images exhibit the morphology of the imprinted DOEs within the three open squares of the QR code. (iii) Scanning result. (iv) Keys extraction. (v) The

decrypted message. (vi) Rewriting of the keys. Scale bars, 5 mm (i) and 10 mm (ii).

(B) Multilayer anti-counterfeiting tag based on multicolor QR code and single-color PUF. (i) Photograph of the QR code. (ii) Photograph of the PUF. (iii)

Binary code. (iv) Quinary code. (v) HD calculated among eight PUF samples. (vi) HD of twice-measurements of eight PUF samples with binary code. The x

or y axis represents the first and second measurements, and the color bar indicates HD. (vii) Microscope images of label samples from the database (a1–

a4), sample a1 taken with different factors (b1–b4), and fake label examples (c1–c4). (viii and ix) Identical rates of genuine samples (viii) and fake samples

(ix). Scale bars, 5 mm (i, ii [left]), 200 mm (ii [middle], vii), 5 mm (ii [right]).

(C) Multilayer anti-counterfeiting tag based on 3D color code and tricolor PUF. (i) Schematic of the 3D color code and corresponding photographs taken

at various viewing angles. (ii) Photograph of the tricolor PUF and corresponding binary code matrices separately processed from the diffraction optical

power of the three imprinted gratings.
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Multistage and multilayer encryption devices

The ability to encode various images in different channels and dynamically switch

between them in multiple ways, combined with the capacity to redefine the im-

printed optical structures and renew the outputted information, endows the multi-

functional platforms with the potential for high-security-level anti-counterfeiting.

Figure 4 illustrates three types of security labels that exhibit high-security levels

through multistage and multilayer encryption, respectively.

QR codes have become a ubiquitous system for storing and accessing information,

owing to their high storage capacity, error-correction capability, and ease of use.

However, on some occasions it is undesirable to publicly display the information

contained in a QR code after it is scanned. In this study, the presented multifunc-

tional platform can endow QR codes with multistage encryption functionalities. As

a proof of concept, we fabricated a dual-stage encrypted QR code by imprinting a

grating-based QR code pattern on one side of a silk film and an unpatterned grating

background with the same orientation and period on the other side before embed-

ding different DOE microstructures into the three square areas of the QR code. As

shown in Figure 4A, two steps are required to decipher the messages encoded in

the label: (i–iii) retrieving the QR code by matching the refractive index of the back-

ground grating and (iv and v) accessing the key by extracting the diffraction patterns

of the imprinted DOEs. At first the QR code on the prepared label is unrecognizable,

but it is revealed once the background side of the label is attached to an oxidized

PDMS substrate, which eliminates the interference of the background grating

(Figures 4Ai and 4Aii, 1st encryption stage). This step enables the scanning by a

smartphone (Figure 4Aiii). The diffraction patterns within the three squares can be

read out by irradiating the regions with a laser pointer, from which the key to the

2nd encryption stage is extracted (Figure 4Aiv and Video S4). After inputting the

names of diffraction patterns, the message contained in the QR code is finally ac-

quired (Figure 4Av). Evidently, the key can be updated by rewriting another set of

DOE microstructures into the three squares, thereby reducing the risk of key

leakage.

Although the multistage encrypted QR code can enhance information security by

increasing decryption difficulty, it remains vulnerable to forgery in real-world appli-

cations. As an alternative, Physical unclonable functions (PUFs) have emerged as one

of the most effective anti-counterfeiting strategies due to their intrinsic stochastic,

unpredictable, and non-replicable physical features.46–48 The ‘‘pixelated’’ imp-

rinting method described in this work enables the incorporation of PUF into anti-

counterfeiting labels. To demonstrate this concept, we fabricated a security label

with triple-layer encryption capabilities by integrating orthogonally oriented multi-

color QR code and PUF on both sides of a silk film. The three encryption layers

leverage different signals, namely multicolor QR code signals, far-field diffraction
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signals, and color image signals. In the first encryption layer, a multicolor QR code

generated by local imprinting using gratings of different periods as the masters al-

lows rapid authentication using a smartphone, within which the added color informa-

tion raises the difficulty of counterfeiting (Figure 4Bi). The PUF label featuring

randomly distributed grating islands fabricated using water-mist-induced imprinting

can be verified through diffraction signal extraction as well as direct image recogni-

tion, representing the second and third encryption layers, respectively (Figure 4Bii).

As the name suggests, the PUF operates as a single-valued function, whereby the

input signal (known as ‘‘Challenge’’) interacts with the PUF entity and produces a cor-

responding signal (‘‘Response’’), which is referred to as a challenge-response

pair.47,49 To implement the second layer of encryption, the PUF label was divided

into a 103 10 pixel matrix and scanned pixel by pixel with a laser pointer. The optical

intensity of the first diffraction order was measured by an optical power meter,

serving as the response. Notably, the optical diffraction of the QR code does not

affect the extraction of the optical intensity signal of PUF because of their mutually

perpendicular grating orientation. The optical intensity of the diffraction beam de-

pends on the density of the imprints in the pixel region, with denser imprinted do-

mains producing stronger measured optical intensity. An appropriate and adaptive

threshold value was determined by the algorithm, and pixels with light intensity

exceeding the threshold were assigned as 1-bit while those below were assigned

as 0-bit. According to this procedure, a 100-bit binary serial number enclosed in

the security label was extracted, which could be used to authenticate the products

(Figure 4Biii). Additionally, the pixel matrix could be further subjected to quinary

processing by setting four threshold values (Figure 4Biv), increasing the label’s ca-

pacity from 2100 to 5100.

To assess the performance of the as-prepared PUF labels, three key indicators were

evaluated.47 The first indicator is bit uniformity, which represents the degree of

randomness of the bit distribution in the binarized pixel matrix and can be calculated

from the following equation:

Bit uniformity =
1

n

Xn

i = 1

Pi; (Equation 1)

where Pi is the ith bit of the binarized pixel matrix with n bits. Since each pixel has a

half possibility of being 0 bit or 1 bit, the ideal value of the bit uniformity is 0.5. For

eight different PUF labels, the calculated bit uniformity is exactly the ideal value,

indicating a high degree of randomness due to the selection of adaptive threshold

values (see experimental procedures for details). The second indicator is label

uniqueness, which reflects the degree of difference between different PUF labels

and is calculated by inter-label hamming distance (HD):

Label uniqueness =
2

NðN � 1Þ
XN� 1

i = 1

XN

j = i+1

HD
�
Pi; Pj

�

M
; (Equation 2)

where Pi and Pj are M-bit keys of the ith PUF label and the jth PUF label among N

different PUFs, respectively. The pairwise comparison results of the inter-label

HDs of the eight binarized and quinarized samples are shown in Figure 4Bv, and

the calculated average inter-label HD of binary codes is 49.9287, which is close to

the ideal value of 50, indicating a high level of differentiation between different

PUF labels. The last indicator is readout reproducibility, which refers to the consis-

tency of the PUF label’s output tested at multiple time points. Only when testing

the label at different times leads to highly consistent results can the PUF label’s
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reliability be secured. For the ith PUF label, it is calculated from the average intra-la-

bel HD:

Readout reproducibility =
1

T

XT

t = 1

HDðPi;Pi;tÞ
n

; (Equation 3)

where Pi is the original n-bit key and Pi;t is the same pixel matrix tested at another

time point t, T is the number of repeated tests. As shown in Figure 4Bvi, the horizon-

tal and vertical axes represent the first and second binary test results of eight labels,

respectively (the quinary result is shown in Figure S15). The values on the diagonal

line represent the HD between the same PUF label and are much smaller than the

off-diagonal values, which represent HD between different PUF labels. These results

demonstrate the excellent uniqueness of the PUF labels, allowing them to be recog-

nized with high accuracy. Moreover, the PUF labels exhibit long-term reliability

(2 months) under the same challenges in the ambient environment (20�C–30�C,
30%–60% RH) (Figure S16). Furthermore, the exceptional stability exhibited by the

imprinted silk film across a range of environmental conditions (Figure S17) would

significantly broaden the potential application contexts for the PUF labels.

In addition, the inherent randomness of the morphology and distribution of the

grating islands can be leveraged as another layer of encryption (third encryption

layer) for anti-counterfeiting purposes. In this scenario, an artificial intelligence (AI)

technique that performs well in direct image recognition is employed to determine

the authenticity of the PUF labels from microscope images.50,51 The identification

process consists of two steps: database establishment and matching calculation.

In the first step, the features of optical microscope images of genuine PUF labels

were extracted using in-house algorithms and stored in a database for subsequent

image recognition. Figures 4Bvii and S18 show three groups of eight label sizes,

where a1–a8 represent genuine labels, b1–b8 represent label a1 captured under

different imaging conditions (exposure time, brightness, contrast, hue, or arbitrary

mix of these parameters), and c1–c8 are examples of fake labels that are not included

in the database. To evaluate the performance of AI image-recognition algorithms,

b1–b8 and c1–c8 were sequentially fed into the system andmatched with all samples

inside the database. Results indicate that b1–b8 have high similarity (over 95%) with

a1 but low similarity with a2–a8, and reasonably all of them are identified as label a1

(Figure 4Bviii). Conversely, c1–c8 have low similarity (<5%) with every sample inside

the database and are therefore identified as fake labels (Figure 4Bix). We also

demonstrate the practicality of our approach by presenting the verification pro-

cesses of a genuine label and a fake label based on a 100-sample-size database

(Video S5).

To further improve information capacity and encryption level, we created another

security label with triple-layer encryption capabilities by replacing the 2D code

with a 3D color code and transforming the single-color PUF into a three-color

PUF. A 3D color code is developed from traditional black-and-white 2D code and

can store additional information to confer a higher level of security due to its compo-

sition of different color matrices.52,53 Taking advantage of color variations exhibited

by gratings of varying periods, a 3D color code could be generated on a silk film

through the localized impression of gratings of different periods (Figure 4Ci). This

3D color code demonstrates an angle-dependent color presentation, and the read-

able 3D color code (marked with a red border) can exclusively be extracted from a

specific viewing angle (a = 0�). The inclusion of unreadable information states
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contributes to a heightened level of encryption. Meanwhile, a three-color PUF label

created through successive imprinting of three distinct periods of gratings onto wa-

ter-mist-treated silk film shows improved extracted bitstream capacities (from 2100

to 3 3 2100 for binary code and from 5100 to 3 3 5100 for quinary code) and offers

richer information for image recognition (Figure 4Cii) in comparison with a single-co-

lor PUF label. These results demonstrate the capacity of multifunctional platforms to

achieve high-security encryption with high storage capacity through simple and

cost-effective processing techniques.

3D information display and encryption devices

The spatial-controllable and multi-strategy imprinting technique enables the inte-

gration of multiple mutually independent pieces of information, allowing for multi-

channel and multimode imaging. However, transforming 2D encoded structures

into 3D platforms provides an additional spatial degree of freedom in information

encoding and multiplexing. Silk films, with their controllable deformability into

complex and multimodal 3D configurations using water-vapor-enabled origami or

kirigami technology (Figure 1G), permit this capability. By extending the encoded

information from a 2D plane to a desired 3D space, 3D-geometry-controlled infor-

mation integration becomes possible. Moreover, the stability exhibited by the silk

film during cyclic deformation (Figures S19 and S20) enables the reprogramming

of shape morphing, leading to the formation of switchable 3D architectures (Fig-

ure S21). This capability, combined with the rewritability of the imprinted optical

structures, provides appended functionality for information renewal and substitution

in 3D multiplexing devices. These features are demonstrated through the utility of

the morphed platform for 3D multidirectional display and high-level encryption.

To demonstrate the potential of the 3D platform for multiplexing image display, a

3D dual-mode display device that integrates multifaceted color display and multidi-

rectional holography was fabricated (Figure 1B). The device consists of a cube-

shaped architecture, wherein the initials ‘‘T,’’ ‘‘D,’’ ‘‘F,’’ ‘‘B,’’ ‘‘L,’’ and ‘‘R’’ of ‘‘Top,’’

‘‘Down,’’ ‘‘Front,’’ ‘‘Back,’’ ‘‘Left,’’ and ‘‘Right’’ were written on each facet of one

side of its 2D precursor using gratings of different periods via the local rewriting

method (Figure 5Ai). The orientations of grating structures within and outside of

the letter area on each facet are arranged to ensure that the erect image of each let-

ter can be observed separately after folding (Figures 5Ai and 5Aii). Next, a grating

and five DOEs with different diffraction signals were locally imprinted on each facet

of another side of the precursor, with the orientation of the grating being perpendic-

ular to that of the grating on the letter side (Figures 5Av and 5Avi). After folding the

encoded 2D precursor into a box, the 3D dual-mode display can be achieved by

manipulating the light illumination mode, direction, and wavelength. Under white-

light illumination in reflection mode, the device can individually display the colorful

letter pattern encoded on each facet in a specific irradiation direction or simulta-

neously display two or more letters when illuminated in multiple directions

(Figures 5Av and 5Avi). However, when illuminated vertically from the facet with

orthogonally oriented gratings using a green laser, the device yields five different

holographic images of a heart, bell, snowflake, butterfly, and genie simultaneously

in far-field in different spatial directions (Figure 5Avii). The multiplexing of five holo-

graphic images is achieved by utilizing the zero-order and four first-order diffraction

beams generated from the orthogonally oriented gratings as light sources to shoot

the DOEs imprinted on the other five facets (Figure 1B). The output image informa-

tion of this 3D device can be refreshed by means of shape reconfiguration and

imprint rewriting. For instance, another five DOEs can be embedded to obtain a

new set of holographic images (Figures 5Avi and 5Avii). Overall, the introduction
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Figure 5. 3D multidirectional display and high-level encryption devices

(A) Schematics and photographs demonstrating the integration of multifaceted color images and multidirectional holographic images within a single

cube-shaped device. (i) Schematic of the 2D precursor showing the structural color channel. (ii) Photographs of the corresponding 2D precursor at two

orthogonal viewing angles. (iii) Photographs of the folded box that shows the printed letter in each facet individually. (iv) Photographs of the folded box

showing the printed letters in two and three facets simultaneously. (v) Schematic of the 2D precursor showing the holographic channel. (vi) Photographs

of the 2D precursor and folded box with locally imprinted, rewritable optical structure in each facet. (vii) Corresponding photographs of the cubes

(before and after reprogramming) during laser irradiation and the projected diffraction patterns. Scale bar, 1 cm.

(B) The recording and formation of an integrated diffraction pattern through the programmed combination of a rewritable 2D grating structure and a

reconfigurable 3D configuration. Scale bars, 2 mm.

(C) 3D information encryption based on reprogrammable architectures. (i) Photograph of a patterned silk strip and microscope images of the imprinted

gratings. (ii) Decryption of information through specific folding and proper irradiation. Scale bars, 5 mm.
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of 3D architectures offers several advantages over 2D planes for image display and

transition. Specifically, the formation of a 3D spatial architecture allows the capa-

bility to switch between multiple distinct color images (>6) within one single device

as the incident or viewing angle changes. Additionally, the implementation of a 3D

architecture increases the display and perception dimension (Figure S22). This en-

ables the presentation of images from various directions within 3D space or the cap-

ture of color images from multiple 3D perspectives, leading to enhanced spatial

perception and the ability to switch viewpoints in 3D space. Moreover, the 3D

configuration offers the capability to simultaneously display multiple holographic

images in 3D space while utilizing a single light source for excitation, opening up

new possibilities for advanced holographic imaging.

The combination of reprogrammable 3D configurations and rewritable 2D diffrac-

tion structures highly increases the freedom of functional integration, especially

when it comes to the fusion of far-field diffraction signals. To demonstrate this, we

designed different diffraction patterns by rationally combining the grating structures

and 3D shapes. As shown in Figure 5B, diffraction patterns with four, six, and eight

first-order diffraction signals can be generated successively using one silk strip

(60 mm 3 5 mm 3 50 mm) by rearranging the distributions and orientations of

grating structures (for details see experimental procedures) while reprogramming

its 3D structures from ‘‘0’’ to ‘‘6’’ and then to ‘‘3’’.

The spatial order introduced by the 3D configuration can be further exploited alone

to design diffraction patterns. Different 3D shapes derived from the same 2D precur-

sor output significantly different diffraction patterns, which makes the 3D device

promising for information encryption. As a proof of concept, we fabricated a silk strip

printed with specially designed grating structures (Figure 5Ci). The encrypted infor-

mation is not discernible when the strip is in its flat state. To reveal the information, a

morphing process must be carried out, and only when the strip is deformed into the

specified shape and illuminated appropriately can the correct information be

retrieved. As shown in Figure 5Cii, folding the strip into the shape of a number

‘‘3’’ and illuminating it vertically from the 600 grooves/mm grating side with a green

laser generates the correct information of the number ‘‘8’’ (Figure S23A). However,

folding the strip into any other configurations, such as ‘‘6’’ shapes according to

different folding methods and orders, would produce incorrect information (Fig-

ure 5Cii). Shooting the laser beam from the opposite direction would also lead to

an incorrect message (Figures S23B and S23C). Notably, it is difficult to guarantee

that the bend angle will be exactly the same every time, yet the same diffraction re-

sults can be secured because themicrostructures are imprinted in an area rather than

at a single point (Figure S24). These results suggest that correct cryptographic infor-

mation can only be obtained when the encoded gratings form a specific spatial

arrangement. By increasing the encoding complexity through meticulous engineer-

ing of both the imprinting andmorphing processes, more intricate combined diffrac-

tion patterns (encrypted information) can be designed, leading to a higher level of

information security. It is worth noting that the stability of the 3D architecture formed

by folding the silk film is indeed an important consideration for the extraction of the

desired diffraction information, and this stability concern can be further enhanced by

increasing the thickness of the silk film. While it is true that the stability of the 3D ar-

chitecture may decrease compared to its initial state, the exceptional mechanical

properties of silk contribute to maintaining sufficient stability for the intended opti-

cal functionality. Furthermore, the repetitive deformation performance of the silk 2D

precursors will influence the reproduction/update of the optical functionality deter-

mined by the 3D shape, which can be further improved by locally optimizing the
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assembly of silk protein structures, such as introducing physical/chemical crosslink-

ing networks, to impart higher stability in response to water vapor.

DISCUSSION

The integration of protein self-assembly, 2D micro-/nanoimprinting, and 3D

morphing techniques represents a powerful and efficient approach for creating pro-

tein-based multifunctional optical imaging platforms with reprogrammable archi-

tectures, geometries, and functions. The use of silk protein’s desirable material

properties, in combination with the spatial-controllable and multi-strategy

imprinting technique, enables a simple yet versatile solution for multimode image

switching, multistage encryption, and multilayer anti-counterfeiting. Additionally,

the 2D multiplexing platforms support the development of 3D multidirectional im-

aging and high-level encryption devices, thanks to their capacity for multimodal

and complex shape changes. The platform’s ability to allow angular-dependent im-

age switching in both 2D and 3D geometries, along with the availability of an opti-

cally/magnetically functionalized silk format for reversible, tunable, and adaptive

actuation,54,55 offers exciting possibilities for generating remotely controlled dy-

namic display systems by rationally integrating multiplexed optical functions and

actuation in a single system. The multiplexing strategy presented here, along with

the ease of functionalization of silk matrix, paves the way for multidimensional and

high-security 2D/3D information encryption and anti-counterfeiting by embedding

additional channels of concealable photochemical information such as fluorescent

or phosphorescent signals into a versatile protein format. The biocompatible traits

of these platforms suggest their applicability in bio-related scenarios, such as secu-

rity labels on editable products or wearable smart display devices. Taking into ac-

count the inherent advantages of the imprinting technique, including high

throughput, cost-effectiveness, and repeatability, these all-protein-basedmultifunc-

tional optical imaging platforms exhibit significant potential for practical applica-

tions with the advancements in the large-scale production of silk materials and the

optimization of the ‘‘structure-property-function’’ relationship of silk optical systems.

The combination of versatile and variable protein formats, 2D diffraction optics, and

3D architectures opens up new avenues for the development of advanced and green

optical information storage, encryption, anti-counterfeiting, and stereoscopic 3D

display devices in the future.

EXPERIMENTAL PROCEDURES

Resource availability

Lead contact

Further information and requests for resources and reagents should be directed to

and will be fulfilled by the lead contact, Yu Wang (yuwang87@nju.edu.cn).

Materials availability

This study did not generate new unique reagents.

Data and code availability

The data generated during this study are available from the corresponding author

upon reasonable request.

Preparation of regenerated silk fibroin solution

Regenerated silk fibroin solution was extracted from the silk cocoons of the Bombyx

mori silkworm using established protocols.56 In brief, cocoon pieces were boiled in a

0.02 M Na2CO3 solution for 30 min and rinsed with deionized water to remove the

hydrophilic sericin layer. After drying under ambient air for 2 days, the degummed
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silk fibers were dissolved in 9.3 M LiBr solution at 60�C for 4 h and subsequently dia-

lyzed against deionized water for 3 days. The post-dialysis solution was centrifuged

at 11,000 rpm for 20 min and filtered with air-laid paper to obtain a 6–7 wt % silk

fibroin solution in water. The solution, when preserved in a 4�C refrigerator, would

stay in its original state for at least 2 months.

Preparation of silk fibroin film

A cast film of amorphous silk with a thickness of approximately 50 mm was prepared

by casting a certain volume of silk solution onto a silicon wafer treated with trichlor-

o(1H,1H,2H,2H-perfluorooctyl)silane and drying at ambient conditions overnight.

The crystalline silk film was generated after immersion in methanol for 30 min.

Micro-/nanoimprinting

Micro-/nanoimprinting of silk films was performed via a modified approach using the

previously reported method.37 First, an amorphous silk film was firmly attached to a

clean PDMS substrate and exposed to water vapor at 45�C for 30 s (unless otherwise

specified). The water vapor was generated using an enclosed thermostatic water

bath device (NK-420; Nuoji Instrument), where the temperature and the amount

of water vapor can be precisely set and maintained. When the chamber was filled

with water vapor and reached equilibrium, the sample was quickly placed into the

water vapor with the silk film side facing upwards. Next, once removed from the wa-

ter bath, an optical element master featuring gratings of various periods or DOEs of

different patterns was placed onto the surface of the wetted film and subjected to

constant pressure. Following the drying and removal of the master, a silk film with

micro-/nanostructured optical surfaces was obtained. The drying process comprises

two steps: first, the partial evaporation of water vapor triggers the transition of the

silk film from a flowing state to a glassy state; subsequently, following the detach-

ment of the imprinted sample from the master, further evaporation of water vapor

decreases its moisture content to ambient levels. To erase the imprinted patterns,

the processed silk film was again exposed to water vapor at 45�C for 20 s. In the

case of ‘‘pixelated’’ imprinting, one side of a silk film was exposed to water mist

generated by a humidifier (buresBE-J001; Bures) at room temperature for 5 s. During

the process, the distance between the sample and the mouth of the water-mist

source is set as 20 cm, and the amount of water deposited on silk film increases

with the prolongation of exposure time while maintaining a consistent distance

and an equal amount of water-mist production (Figure S25).

Physical unclonable function label authentication

For the signal extraction type of verification, the label was fixed on an X-Z displace-

ment stage (PT-SD412; PDV Instruments, China), which allowed for movement both

vertically and horizontally. A laser pointer (2802; deli, China) with a diameter of 2 mm

and a wavelength range of 500–552 nm was used as the excitation light source. The

label was scanned point by point with a vertically incident laser beam by moving the

stage at a step length of 2 mm. An optical power meter (PM100D; Thorlabs, USA)

with a photodiode power sensor (S120VC; Thorlabs) was used to measure the

first-order diffraction signal. The optical intensity of the first-order diffraction

beam at every point in a 10 3 10 matrix was collected and input into a homemade

MATLAB version.2022a program. The program used a global algorithm to deter-

mine an appropriate threshold value to binarize the matrix or four threshold values

to quinarize the matrix. The program then evaluated the performance of the as-pre-

pared PUFs, including their uniformity, uniqueness, and readout reproducibility, by

calculating and visualizing their inter-HD and intra-HD. For AI verification, another

homemade MATLAB program was designed. The PUF images were captured by
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optical microscopy and stored in the form of RGB values of 3,0003 3,000 pixels. The

MATLAB program transformed the input images to 1D grayscale, binarized them,

and stored the result in the database. A pending PUF was processed according to

the same process, and the resulting binarization/quinarization matrix was compared

to each matrix in the database. The ratio of the number of pixels with the same value

to the total number of pixels is regarded as similarity. A PUF label is considered

genuine if its similarity value is higher than 90%.
Shape-morphing process

To fabricate micro-/nanostructured silk films of various 2D shapes, a commercial CO2

laser cutter (SIR-2075; Trotec) was employed with a laser power intensity set to 6% of

the maximum energy and a fixed speed of 1 step s�1. To generate uniform shaping, a

2D silk film was rolled onto a glass rod with the micro-/nanostructured surface facing

inward and exposed to water vapor for 1 min. After drying and detaching from the

rod, a 3D-shaped sample was obtained. In cases where origami/kirigami-guided

morphing was desired (e.g., Figure S26), a PDMS mask was first applied to a silk film

that was affixed to a clean PDMS substrate, followed by local exposure to water vapor

for 30 s (unless otherwise specified). Upon removal of the mask and detachment from

the substrate, the sample automatically morphed into the targeted 3D structure. To

erase the 3D architecture, the morphed silk film was flattened and secured onto a

PDMS substrate by force and fumigated again with water vapor at 45�C for 30 s, during

which time the imprinted patterns were safeguarded from interference.
Structural and properties characterization

Optical microscopy images were captured using an optical microscope (DM 2700M;

Leica). The surface morphologies of imprinted silk films were observed with a field-

emission scanning electron microscope (S-8100; Hitachi, Japan) at a voltage of 5 kV

and a current of 10 mA. The 3D topographies of imprinted micro-/nanostructures

were analyzed using a 3D laser scanning confocal microscopy (VKX1000; Keyence,

USA). The silk protein conformational change after water vapor treatment was evalu-

ated using a Fourier transform infrared absorption spectroscopy (FTIR) spectrometer

(Nicolet IS50; Thermo Fisher Scientific, USA). All the FTIR spectra were acquired at a

resolution of 4 cm�1 and an average of 16 scans in the range of 4,000–400 cm�1.

The transmittance spectrum was recorded using a fiber-optic spectrometer (PG2000-

Pro; Ideaoptics Technology, China). The diffraction spectra of imprinted grating

patterns were collected using an angle-resolved spectrometer (R1; Ideaoptics Technol-

ogy, China) in transmission mode with a recording pre 1�. Diffracted patterns were ob-

tained by propagating a green laser (2802; deli, China) with awavelength range of 500–

552 nm or a focused white light through the imprinted silk films. The distance between

the sample and the projection plane was set at approximately 10 cm. Photographs and

videos were taken with a digital single-lens reflex camera (EOS 850D; Canon).
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